
 

Note: Preferred Firewall Rule is to allow ALL traffic TO/FROM 208.77.4.0/24. If this is not possible or 
acceptable by the customer then use the specific ports below: 

WorldSmart Port List 

Service Type Port In/Out  
SMTP  TCP  25  OUT  NOTE: Outbound range is 208.77.4.0/24  
POP3  TCP  110  OUT  NOTE: Outbound range is 208.77.4.0/24  
IMAP  TCP  143  OUT  NOTE: Outbound range is 208.77.4.0/24  
HTTP  TCP  80  OUT  NOTE: Outbound range is 208.77.4.0/24  
HTTP 
Alternate  

TCP  8080  OUT  NOTE: Outbound range is 208.77.4.0/24  

HTTPS  TCP  443  OUT  NOTE: Outbound range is 208.77.4.0/24  
Video  TCP  5900  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
IM  TCP  5555  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
IM  TCP  8888  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
IM  TCP  8889  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
IM  TCP  9000‐9010  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
SIP  UDP  5060  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
Presence  UDP  5070  IN/OUT  NOTE: Outbound range is 208.77.4.0/24  
RTP  UDP  16384‐32767  IN/OUT  NOTE: Outbound range is 208.77.4.x servers are .9, .12, .75, 

.78, .86  

 


